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Aug. 4, 2003

Experts Answer Questions about Installation Access

By Robert Szostek, Provost Marshal Office PAO

Mannheim, GE -- The Installation Access Control System (IACS) is the Army in Europe’s new automated personnel verification system being fielded to enhance force protection.  

“When fully operational, IACS will network a central database to all installation access control offices, selected central processing facilities, MP stations and access control points for the Army in Europe and USAFE in Germany,” said Maj. Kevin Sickinger, IACS project officer at the Army in Europe Provost Marshal Office.

Sickinger advises people to hurry up and register for the new system:  “Soon our special registration stations will start closing and you may have difficulties getting on post because you didn’t register.” 

Sickinger recommends you contact your local Installation Access Control Office (IACO) to ensure that you have everything you need for registration.
Registration is currently in progress in every ASG and BSB, as well as at Ramstein, Rhein Main and Spangdahlem air bases.  You can find out how your community is registering its ID-card holders, local nation employees and contractors from your IACO, local Provost Marshal Office or by checking your BSB home page.

“The Army in Europe and USAFE in Germany will experience a transition period where it will manage installation access control using both old and new policy,” Sickinger said. 

However, the transition period is scheduled to end in late October 2003 and after that, the only valid Army installation access documents in Europe will be DoD ID Cards and the IACS-produced installation pass and temporary installation pass.
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[Editor's note:  The following Q&As were taken from the IACS web site.  For more information on the IACS, visit: http://www.hqusareur.army.mil/opm/iacs/iacs.html]
IACS FAQs
Q: Do I need to get registered in the IACS?
A: If you are a DoD ID cardholder stationed in the USAREUR AOR or an installation pass applicant, you need to be registered in the IACS.  Once IACS is fielded at USAREUR's access control points, it is in the best interest of DoD ID cardholders who are in the USAREUR AOR temporarily to get registered in the IACS in order to facilitate their access. The ASG/BSB should establish policy on what constitutes the need for persons temporarily in the USAREUR AOR to register in IACS.

Q: When I went to register I was told I had to get a new DoD ID card first.  Why?
A: Once IACS is completely fielded, guards will scan the bar code on an individual's DoD ID card or installation pass and verify access authorization based on data from the IACS database.  Therefore, in order for IACS to function as designed, DoD ID cards (this includes the new Common Access Card [CAC]) and installation passes must contain a readable bar code that contains the information required to retrieve data from the IACS database.  Because IACS produces the installation pass, there are generally no problems with the functionality of the bar code on the installation pass. The same can't be said of all DoD ID cards.  In particular with the first generation of the CAC, the bar code on the back of the CAC fades over time from continually removing it from a wallet or purse to show it to an access control guard. As a matter of routine, before IACS registrars begin the registration process, they will test the bar code to ensure that it is both readable and contains the required information. If the DoD ID card doesn't pass this test, the DoD ID cardholder will be instructed to get a new DoD ID card before registering in the IACS.

Q:  I'm a DoD ID cardholder.  Do I need an installation pass or the new Common Access Card (CAC) to get registered?

A:  No.  Those with the older DoD ID cards do not need to get a CAC to get registered in the IACS.  IACS reads all DoD ID cards, to include the CAC, thus DoD ID card holders may continue to use their DoD ID card as their installation access document, once registered in IACS.  

Q: Do I have to get a background check in order to be registered in the IACS?
A:  Background check requirements depend on an individual's person category. Some person categories, such as DoD ID cardholders, do not require any background checks. Individuals in other categories, e.g., contractors, personal services providers, etc., may be required to go through all four background checks available. The available background checks are: the Foreign National Screening, the Police Good Conduct Certificate (Polizeiliches Fuehrungszeugnis), the Military Police check, and the Defense Clearance and Investigations Index. Sponsoring officials and installation pass applicants should consult AE Reg 190-16 to determine the background checks required.  The IACS Fielding Plan, accessible from this web site, addresses unique requirements for existing installation pass holders in the "Local National Employee" person category.
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Q: Will I have to give a fingerprint when I register in the IACS?
A: IACS incorporates biometrics in order to verify a person's identify. The biometrics used is an individual's digitized fingerprint minutia data (DFMD). In general, everyone registering in the IACS will provide their DFMD. Certain people may be exempt when statutes or law prohibit the taking of the DFMD.

Q: What are Sponsoring Organizations and Sponsoring Officials?
A: Sponsoring officials carry out the responsibilities of the sponsoring organizations; sponsoring organization responsibilities are outlined in AE Reg 190-16. The sponsoring organization essentially tells the BSB IACO:   "Our organization verifies the legitimacy of the applicant's need to access USAREUR installations."  Sponsoring organizations are defined for each person category in AE Reg 190-16. Only installation pass applicants - not DoD ID cardholders - require a sponsoring organization.
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